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9.7.8 Configure BitLocker with a TPM
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9.7.9 File Encryption Facts
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9.7.10 Practice Questions

9.8 Public Key Infrastructure (PKI)
9.8.1 Certificates (7:04)
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J 9.8.2 Managing Certificates (10:34)

9.8.3 Manage Certificates

9.8.4 Certificate Lifecycle Facts

9.8.5 CA Implementation (5:34)

9.8.6 Configuring a Subordinate CA (10:08)
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9.8.7 PKI Management Facts
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9.8.8 Practice Questions



9.9 Hashing
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9.9.1 Hashing (4:06)

9.9.2 Hashing Algorithms (2:08)
9.9.3 Hashing Facts

9.9.4 Using Hashes (5:05)

9.9.5 Practice Questions

9.10 Data Transmission Security
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9.10.1 Secure Protocols(6:22)

9.10.2 Secure Protocols 2 (7:50)

9.10.3 Secure Protocol Facts

9.10.4 Adding SSL to a Website (5:25)

9.10.5 Allow SSL Connections

9.10.6 IPsec (4:49)

9.10.7 IPsec Facts

9.10.8 Requiring IPsec for Communications (11:39)

9.10.9 Practice Questions

9.11 Data Loss Prevention (DLP)
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9.11.1 Data Loss Prevention (DLP) (3:47)
9.11.2 DLP Facts

9.11.3 Practice Questions

9.12 Redundancy
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9.12.1 Redundancy (3:23)

9.12.2 Redundancy Measurement Parameters (4:42)
9.12.3 Redundancy Facts

9.12.4 RAID (4:38)

9.12.5 Implementing RAID (7:18)

9.12.6 RAID Facts

9.12.7 Configure Fault-Tolerant Volumes

9.12.8 Clustering (7:06)

9.12.9 Clustering Facts

9.12.10 Practice Questions

9.13 Backup and Restore
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9.13.1 Backup and Restore (9:13)
9.13.2 Backup and Restore Facts
9.13.3 Backup Management Facts
9.13.4 Backing Up Workstations (7:55)

@ 9.13.5 Back Up a Workstation



9.13.6 Restoring Workstation Data from Backup (4:04)
9.13.7 Backing Up a Domain Controller (2:45)
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@ 9.13.8 Back Up a Domain Controller

J 9.13.9 Restoring Server Data from Backup (3:00)
of

9.13.10 Practice Questions

9.14 Cloud Storage
BB 9.14.1 Cloud Storage Security (2:44)
=l 9.14.2 Cloud Storage Security Facts
f 9.14.3 Practice Questions

A.1 Preparing for Certification
= A.1.1 Security Pro Exam Objectives
= A.1.2 Security Pro Exam Objectives by Course Section
= A.1.3 How to take the Certification Exam
E A.l1.4 Certification FAQs

&,

A.2 Security Pro Domain 1: Access Control and Identity Management
A.3 Security Pro Domain 2: Policies, Procedures, Awareness

A.4 Security Pro Domain 3: Physical Security

A.5 Security Pro Domain 4: Perimeter Defenses

A.6 Security Pro Domain 5: Network Defenses

A.7 Security Pro Domain 6: Host Defenses

A.8 Security Pro Domain 7: Application Defenses

A.9 Security Pro Domain 8: Data Defenses

A.10 Security Pro Domain 9: Audits and Assessments
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A.11 Security Pro Certification Practice Exam

B.1 Preparing for Certification

= B.1.1 Security+ Exam Objectives
B.1.2 Security+ Exam Objectives by Course Section
B.1.3 Exam FAQs

B.1.4 How to Register for an Exam
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B.1.5 Exam-taking Hints and Tips
= B.1.6 Why Certify?

' B.2 CompTIA Security+ Domain 1: Threats, Attacks and Vulnerabilities, All Questions
' B.3 CompTIA Security+ Domain 2: Technologies and Tools, All Questions
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B.4 CompTIA Security+ Domain 3: Architecture and Design, All Questions

B.5 CompTIA Security+ Domain 4: Identity and Access Management, All Questions
B.6 CompTIA Security+ Domain 5: Risk Management, All Questions

B.7 CompTIA Security+ Domain 6: Cryptography and PKI, All Questions

B.8 CompTIA Security+ Certification Practice Exam



